St. Saviour’s C of E Junior School

Online safety Assessment — August 2024

All online activity

Person responsible — Nick Bonell DSL

To be shared with all staff

Identifying hazard
How harm could occur

Persons at
risk

Risk
rating
H/M/L

Control Measures

Further action / comments

1. Children viewing inappropriate
content on school devices

Children

M

RM SafetyNet filtering. Children
being aware that internet is filtered
and monitored

Supervision of children while using
internet-enabled devices

Regular reminders of what to do if
content accessed (switch off the
screen / put device face down, don’t
close the browser, give device to an
adult / inform an adult. Provide
support to child, inform parent /
carer. Record on MyConcern.

Clear expectations of children’s
conduct.

2. Children viewing inappropriate
content outside school on own,
peer’s or family devices

Children

Education opportunities for parents,
newsletters, online safety assemblies,
links on website, children passing on
online safety messages to their
parents.

Regular reminders of what to do if
content accessed (switch off the
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screen / put device face down, don’t
close the browser, give device to an
adult / inform an adult. Provide
support to child, inform parent /

carer.
- Record on MyConcern.
3. Children being approached by Children M - Education opportunities for parents,
strangers via any device newsletters, online safety assemblies,

links on website, children passing on
online safety messages to their
parents. Mechanisms for children to
share worries with staff — worry
boxes, trusted adults, knowing who
the DSLs are

- Supervision in school when using the

internet
- Record on MyConcern.
4. Children behave inappropriately or Children H - RM SafetyNet filtering. Children
dangerously online at home or being aware that internet is filtered
school and monitored

- Supervision of children while using
internet-enabled devices

- Clear expectations of children’s
conduct.

- Education opportunities for parents,
newsletters, online safety assemblies,
links on website, children passing on
online safety messages to their
parents. Mechanisms for children to
share worries with staff — worry
boxes, trusted adults, knowing who
the DSLs are
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Supervision in school when using the
internet

Use of Christian values to emphasise
Community and Forgiveness —
general positive ethos of treating
others with respect

Robust response where behaviour is
inappropriate. Record online safety /
conduct issues in My Concern

5. Children have financial / personal
information (either their own or
family members’) leaked or used

Children and
family
members

| Compute scheme of work
Commerce elements — password
security, In-App purchases, phishing
etc.

RM SafetyNet filtering. Children
being aware that internet is filtered
and monitored

Supervision of children while using
internet-enabled devices

Clear expectations of children’s
conduct.

If the school becomes aware that
children have has data or financial
information (including parents
financial information) leaked or
compromised, they will inform the
parent / carer immediately.
Education opportunities for parents,
newsletters, online safety assemblies,
links on website, children passing on
online safety messages to their
parents. Mechanisms for children to
share worries with staff — worry
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boxes, trusted adults, knowing who
the DSLs are
- Supervision in school when using the

internet
- Record on MyConcern.
6. Staff are contacted or choose to Staff, L - Staff Acceptable Use Policy
have contact with children or their children and - Repetition of messages around
families online their families professional expectations

- Staff disclose pre-existing online
relationships with St. Saviour’s
families

- Staff disclose approaches by children
or families

7. Staff behave in a way which causes Staff, L - Staff Acceptable Use Policy
risk to themselves, St. Saviour’s children and - Repetition of messages around
children or reputational damage their families professional expectations

- Disciplinary procedures for violating
AUP

- Record on MyConcern.

Other specific factors to be considered:
Alternative plans:

Emergency contacts:
e St Saviour’s CoE Junior School: 01843 831707

On going risk assessment:
1. Apply the control measures. 2. Monitor effectiveness of control measures. 3. Change, adapt, revise as required.

| Review comments:
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Completed by: Nick Bonell

Risk Assessment Page 5




